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“ Since 2009 we live in the era 
of personalization




Living in a world of 
bubbles




New technologies = revenue models




New technologies = revenue models

Source: Eurostat 2018 available at: 
https://ec.europa.eu/eurostat/statistics-explained/index.php/Internet_advertising_of_busine
sses_-_statistics_on_usage_of_ads
 

https://ec.europa.eu/eurostat/statistics-explained/index.php/Internet_advertising_of_businesses_-_statistics_on_usage_of_ads
https://ec.europa.eu/eurostat/statistics-explained/index.php/Internet_advertising_of_businesses_-_statistics_on_usage_of_ads



Targeting Advertising




Is this just an evolution of advertising?
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Online profiling response: The EU way 

• E-Privacy Directive 2002/58/EC

• art. 5(3) exempts only strictly necessary cookies from 
consent

• Article 29 WP- Opinion 04/2012
 cookies used for advertising not necessary

• GDPR upgraded the standards of consent 
even when e-Privacy Directive applies
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Art. 5 GDPR Key principles




Requirements for lawful consent

Freely given

Specific

Informed

Unambiguous

Clear and plain language

Easily withdrawn

Is this 
enough? 

Is this 
enough? 




Reality

Source: 
https://www.washingtonpost.com/gdpr-consent/?next_url=https%3a%2f%2fwww.washingtonpost.com%2f 

https://www.washingtonpost.com/gdpr-consent/?next_url=https%3A%2F%2Fwww.washingtonpost.com%2F



Reality




Reality




Reality

Is this readable?




Are data subject’s rights enough?




Online advertising flowchart




Trust?
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“
• “The data subject shall have the right to obtain from the 

controller…the following information:

          .…
b) The categories of personal data concerned…”

Art 15 (1) GDPR

Does this obligation include collected personal 
data or also generated data via profiling?




In architecture we (also) trust

• Art 25 GDPR

Data protection by design

• i.e pseudonymization

Data protection by default

• Do-not-track by default

Lessig’s pathetic dot theory

lawlaw

marketmarket

architecturearchitecture

normnorm




Why privacy laws are not enough?

Human beings

Data subjects

consumers




Can technology save us?
Blockchain

Self-
sovereign 

identity 
providers

Consent

Only if 
user 

agrees

Transport 
data to other 
organizations

Choose the 
information 
they wish to 
keep private

Access and 
update 

information




The-too-pathetic dot in the middle

lawlaw

marketmarket

architecturearchitecture

normnorm

Ourselves




How much are  YOU 
willing to lose, to regain 
back control?

YOU




Thank you very much!
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